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Foreword

This briefing paper was written because our fieldwork kept telling us the same story. Critical Asset
Drone Inspections is a UK practice running aerial inspections and OSINT-grade security vulnerability
assessments at sites that combine high unit value with low human presence — principally solar farms,
wind farms and other unmanned renewables generation. The pattern we see during scoping, on the day
and during subsequent open-source monitoring sits awkwardly against the one the sector's
perimeter-security literature still tends to describe. It looks less like the opportunist thief with a
bolt-cutter, and more like a structured, reconnaissance-led, logistically-capable operator, working to
known disposal routes and exploiting known geometric blind spots.

That framing is consistent with the wider crime-science literature on metal and infrastructure theft.
Empirical and academic studies of cable and pipeline theft have treated the offence as a scripted,
multi-stage activity — target selection, reconnaissance, entry, extraction, disposal — in which situational
and logistical constraints, rather than individual opportunism, drive the pattern of offending [17][18][19].
The UK renewables picture in 2024-25 fits that script closely.

Our practice covers the wider set of unmanned generation sites described above; this paper narrows its
analytical focus to solar and wind farms specifically, where the 2024—25 public record is richest. What
follows is an attempt to put that pattern on paper, leading with public UK data and drawing on trade
reporting, vendor and insurer material, and field observation as distinct source tiers. Every figure cited is
traceable to a named source and its tier; where public data is thin, we say so rather than fill the gap with
an estimate. The Methods and sourcing note overleaf sets out the source tiers used. The paper argues
that the scale of the loss range published in 2024-25 now makes a qualitatively different set of insurer
conditions and remediation approaches worth considering — and that the usual static perimeter
posture, standing alone, is not carrying the risk it used to.

The paper names no specific sites, operators or insurers outside public record. It does not forecast
claim frequency or return on any security investment for any specific asset. It is written to be read by a
broker or underwriter on a commute, and to stand up to scrutiny afterwards.
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Methods and sourcing

Scope. This briefing paper examines cable theft and copper theft at unmanned UK renewables sites
across 2024 and 2025, with a short adjacent-risk note on intentional fire damage and mixed-cause fire
incidents. It covers solar farms and wind farms; it excludes battery storage and transmission-level sites
except where they appear in cited incidents. All figures are cited to the named public source and to the
source tier below. Where public data is thin, the paper flags the gap in prose rather than closing it with
an estimate.

Source tiers. Five tiers of source are used, and the paper is written to make the tier visible to the reader.

» Official UK public data (highest weight): ONS / Home Office property-crime and metal-theft statistics
through year ending March 2025 [1], House of Commons Library briefings, GOV.UK impact
assessments, and NPCC / Operation Opal statements made in official channels. Used to establish
the macro picture.

« Trade and sector reporting: Sector press (Electrical Review, Solar Power Portal, Windpower
Monthly, PV Tech, PV Magazine, Energy Global, Security Journal UK), recycling-industry reporting
(BMRA/recyclemetals.org), and national press coverage of specific incidents (The Guardian, BBC).
Used for sub-sector incident counts and commentary that are not published by government.
Attributed by outlet and date.

« Vendor and field intelligence: Specialist security vendor analysis (DeterTech, WCCTV, Safeguard
Systems) and Critical Asset’s own field observations. Vendors have a commercial interest in a
tightening-threat narrative; their figures are treated as directional rather than audited and are cited
back to the vendor wherever a figure originates there.

e Insurer and security-sector reporting: Insurer commentary (Allianz Commercial, Solar Energy UK
partnership material) and specialist loss-adjuster reporting (Green Partners Adjusting). Used for
claim-shape and cost-component commentary where carriers or adjusters have published narrative
material; attributed by named source. Not a substitute for underlying claim data, which is private.

e Peer-reviewed and academic crime-science literature: Peer-reviewed journal articles and
conference papers on metal theft, cable theft and situational crime prevention [18][19][20], together
with a UK doctoral thesis on rail metal theft [17]. The thesis is cited as academic crime-science
research, not as peer-reviewed journal literature. Used to frame the UK pattern against comparable
cases and to distinguish script-based organised offending from opportunism.

Counting rules. Where multiple sources report the same incident, the earliest public statement is cited.
Incident counts are reproduced as published; where sources disagree, both are cited and the
disagreement noted. Financial figures are cited in the currency and price year published by the source;
no adjustments, inflation corrections or aggregations across sources have been performed.

What is not in this paper. Insurer loss books are private; site-level premium and claim data is not public.
The paper cites insurer and loss-adjuster commentary (Allianz; Green Partners Adjusting; carriers
reported in trade press) but not underlying claim figures. PPA and CfD lost-generation values are
site-specific and commercially sensitive; the paper flags this as the single largest data gap in the
economics analysis and does not attempt to fill it with modelled numbers.
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How to read the evidence. Official-tier sources establish the baseline metal-theft and macro picture.
Trade-tier sources establish the renewables sub-sector pattern. Vendor and field material adds texture
but is flagged as directional. Insurer and adjuster commentary describes claim shape rather than claim
counts. Peer-reviewed and academic literature provides the theoretical frame for reading attack
anatomy. Critical Asset field observation is used sparingly and always flagged in-line.
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Executive summary

The paper makes one argument in five steps.

Thesis. UK renewables cable theft in 2024-25 is a structured, script-driven organised-crime pattern.
The published loss envelope has widened and the insurance response is tightening. Static perimeter
posture, considered in isolation, no longer fits the risk — but the remediation adjustments required are
incremental rather than structural.

1. Theft volumes at UK renewables sites have risen sharply against a decade of falling national
metal-theft numbers. The Scrap Metal Dealers Act 2013 delivered a sustained reduction in metal-theft
offences across England and Wales, and House of Commons Library analysis has tracked that trend
through the mid-2020s [2][10]. ONS property-crime tables for year ending March 2025 provide the
current official time series [1]. Against that national backdrop, the renewables sub-sector has moved in
the opposite direction: DeterTech, a specialist security vendor, reported more than 70 theft incidents at
UK solar farms in the first eight months of 2024 and over 750 kilometres of cable stolen in the same
period, figures which originate with the vendor and are reproduced in trade reporting [3][4]. Industry
reporting via Solar Power Portal, citing DeterTech, describes the UK as entering a “peak period” of
solar-PV theft [4].

2. The operator profile is organised, not opportunist. A DeterTech-authored piece in PV Tech in
February 2025 characterised the activity as “a massive criminal operation that is both well established
and thoroughly industrialised,” and observed that the volumes stolen “point[s] to the involvement of both
local and cross-border OCGs, as it depends on the availability of organised disposal routes for
offenders” [5]. In May 2025, DeterTech intelligence analyst Richard Crisp told Solar Power Portal that
“fully industrialised international disposal routes have emerged across Europe to facilitate the sale of
stolen cable” [4]. Operation Opal — the UK’s national intelligence unit for serious organised acquisitive
crime, headed by Detective Chief Superintendent Jim Taylor [21][22] — has on the NPCC record
described the seriousness of the wider acquisitive-crime picture, but the “massive criminal operation”
and “fully industrialised international disposal routes” phrasings are DeterTech’s, not Opal’s, and are
attributed accordingly throughout this paper. Reported patterns at the site level include coordinated
diversion of mobile security, pre-visit reconnaissance and activation of internal circuit breakers
consistent with operational site knowledge [4][6][11]. Script-based crime-science treatments of cable
theft report the same structural features [17][18][19].

3. The threat has crossed asset types. Wind-farm copper theft was, until 2024, rare in the UK — Green
Partners Adjusting, a specialist renewables loss adjuster, reports having seen only two or three isolated
incidents over the preceding five years [11]. In June 2025 alone, GPA recorded four cases across
Leicestershire, Essex, Cambridgeshire and West Wales, and The Guardian reported at least 12
significant UK wind farms hit in the three months to late June 2025 [11][7]. Operation Opal subsequently
reported at least 27 UK wind farms targeted since April 2025, with combined losses from theft and
associated downtime reported in the press-and-adjuster coverage as surpassing £2 million across 2025
to that point [11][8]. The same operator profile now appears across both generation types.

4. The economic shape of a loss favours the attacker. Published incident values in trade and adjuster
reporting cluster between £50,000 and £500,000+ once replacement, generation loss and
re-commissioning costs are combined [8][11][12]. WCCTV, a commercial security vendor, puts
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replacement cable at roughly £80,000 per 30 km of 4 mm? cabling [12]. Green Partners Adjusting
reports wind-turbine access doors at up to £30,000 each to replace, generating-equipment replacement
“as high as £100,000", and notes that “even a single incident can ... translate into six-figure claims, with
both material damage and business interruption exposures” [11]. The illustrative worked example in
Section 3 is clearly labelled as an energy-equivalent simplification.

5. The insurance response is tightening. Allianz became the first insurance partner of Solar Energy UK
in March 2022 [13]. Allianz Commercial’'s 2025 claims commentary notes renewables claims growing in
value [14], and trade and vendor reporting describes carriers tightening cover conditions at
repeat-targeted sites, in some regions declining to offer cover without adequate deterrent measures in
place [12]. This paper does not claim a market-wide tightening from insurer data — the tightening
narrative rests on trade and vendor commentary and a single-carrier partnership example — but the
directional signal is consistent.

The argument. The scale of the published loss range, the organised profile of the operator, and the
insurer signals now visible in the market together mean that static perimeter measures, considered in
isolation, no longer carry the risk they used to. This paper sets out the evidence base, the attack
patterns we and others have observed, and a vendor-neutral remediation taxonomy that asset owners,
brokers and underwriters can use to structure a more coherent response.
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1. The scale of the problem

The national picture — metal theft is down, but not where it used to
be

The UK is, by the numbers, a less attractive place to steal metal than it was a decade ago. The Scrap
Metal Dealers Act 2013 moved the trade from cash-based to traceable, imposed a local-authority
licensing regime, and made receiving untraceable scrap harder. The Act’s Post-Implementation Review,
published by the Home Office in 2022, found an average of 26,200 metal-theft offences recorded
annually between 2013 and 2020 — a 71% reduction against pre-Act levels — and attributed a Net
Present Social Value of £364 million to the regime over a decade [10]. The Office for National Statistics’
property-crime tables for year ending March 2025, published 26 March 2026, are the current official
statistical reference and include police-recorded metal-theft offences alongside the Crime Survey for
England and Wales [1]. House of Commons Library analysis based on the Home Office crime-outcomes
dataset provides the most accessible secondary time-series for metal-theft offences [2].

Those figures describe the total. They do not describe where within that total the remaining activity is
concentrating. The All-Party Parliamentary Group on Metal, Stone and Heritage’'s 2024 reporting notes
that thefts have risen annually since 2019, estimates up to around 60 organised crime groups active in
the sector, and puts the cumulative cost to the UK at £4.3 billion over the preceding decade [15]. That is
consistent with a pattern in which determined, organised actors continue to operate despite legislation
— and where the targets shift.

Why unmanned renewables are now the target

Three structural factors have changed the calculation.

First, rapid build-out. PV Magazine, reporting DESNZ data on 29 January 2026, put total deployed UK
solar PV capacity at 21.6 GW at the end of 2025, with 2.6 GW added over the year — the highest
annual figure since 2015 [16]. A DESNZ revision in late December 2025 had already recorded 21.5 GW
at end-November 2025 [34], and PV Magazine (citing Solar Media Market Research) reported UK solar
passing the 20 GW mark during 2025 [9]. Ground-mount and standalone solar accounted for roughly
38% of accredited capacity at end-February 2026 and approximately 58% of total capacity once
unaccredited generation is included, per DESNZ [34]. The largest individual ground-mount plant, Cleve
Hill in Kent (373 MW), was commissioned in 2025 [16].

Second, unmanned operation. A modern UK solar farm is designed to run without permanent on-site
staff. Remote monitoring, drive-by security patrols and perimeter CCTV are the standard posture. This
is operationally rational — staff cost exceeds the marginal theft risk on a per-site basis at pre-2023 loss
rates — but it is precisely the configuration that a reconnaissance-led, organised crew is optimised to
exploit, and it is the configuration crime-script analyses repeatedly identify as raising the expected
pay-off relative to offender effort [17][18].

Third, copper price. The LME three-month copper price reached a record of $11,104.5/t in May 2024
[23], and continued to set records through late 2025: Reuters reported LME copper above $11,200/t on
29 October 2025 [24] and again above $11,200/t on 28 November 2025 [25], with further record territory
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in December 2025. Consensus 2026 price forecasts from Goldman Sachs Research ($11,400/t) and
J.P. Morgan Global Research ($12,075/t) sit materially above the pre-2020 range [23]. Kilometres of
copper cabling, buried at known geometric locations inside an unmanned site, are worth more in 2025
than they have been at any point in the LME’s published history.

The result is visible in the incident record. DeterTech, a specialist vendor, reports that between January
and August 2024 there were at least 70 theft incidents at UK solar farms, with over 750 kilometres of
cable stolen in the same eight-month window. In more than 20% of those incidents, a single event
removed at least 20 kilometres of cable [3][4]. By comparison, Operation Opal figures cited in trade
press indicate a 48% rise in cabling and panel theft from solar sites between 2021 and 2022, and a 93%
rise in solar-related crime overall across the same period [26]. The trajectory is not a plateau.

A note on source weight. Incident counts in the paragraph above originate with DeterTech’s commercial
monitoring. They are the most detailed publicly available numbers in the sub-sector, and are treated
here as directional rather than audited. Where an independent cross-reference exists (Operation Opal
via the named publications, carrier commentary) it is cited alongside.

Wind follows solar

The wind sector was, until recently, an outlier in the opposite direction. Green Partners Adjusting (GPA),
a specialist renewables loss adjuster, reports that copper theft from UK wind farms had historically been
rare, with “only two or three isolated incidents over the last five years” [11]. That has changed abruptly in
2025, and the public record is now drawn from three distinguishable source tiers.

National press (trade/general-press tier). The Guardian reported on 23 June 2025 that “at least 12
significant wind farms” had been hit by copper-cable theft “over the last three months,” with the
coverage quoting DeterTech intelligence analyst Richard Crisp and RenewableUK head of policy James
Robottom [7].

Specialist loss-adjuster reporting (insurer and security-sector tier). Green Partners Adjusting reported in
September 2025 that in June 2025 alone it had recorded four cases across projects in Leicestershire,
Essex, Cambridgeshire and West Wales, and that Operation Opal was at that point reporting “at least
27 UK wind farms ... targeted since April 2025” [11]. GPA attributes the “access doors ... up to £30,000
each to replace,” “generating equipment ... replacement costs as high as £100,000” and six-figure
single-incident-claim framing to its own renewable-energy claims experience [11]. GPA also notes that
“internal circuit breakers have been activated” during attacks, “showing some degree of operational
know-how” [11].

Later DeterTech-linked coverage (vendor / trade-outlet tier). DeterTech’s own wind-farm brief reports
“27+ incidents” in 2025 and losses “above £2 million” across 2025 [8], and later LinkedIn-distributed
GPA commentary (July 2025) reports that “the largest claims for these incidents are exceeding
£650,000 per unit” including material damage and business interruption [27].

The arrival of the same operator profile at wind sites is consistent with the script-analysis reading: a
crew that has built logistics, tooling and disposal routes for one asset type has a low marginal cost to
extend that capability to an adjacent one with similar access geometry [17][18][19]. That is qualitatively
different from a dispersed opportunist threat and requires a qualitatively different response.

Where the data is thin
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Three honest caveats. First, UK police forces record metal theft inconsistently by sub-category, and not
all renewables incidents are recorded as renewables incidents — some are classified simply as criminal
damage or theft from a non-dwelling. Public incident counts are therefore likely to understate the true
total. Second, published claim and premium data at the individual-site level is almost entirely private;
carriers and adjusters publish general commentary but not granular renewables claim statistics. Where
this paper cites industry or adjuster commentary on insurer response, it is commentary — not a dataset.
Third, several of the most cited sub-sector statistics (incident counts, kilometres of cable removed,
£-per-event estimates) originate with commercial security vendors with a stake in a tightening-threat
narrative. The paper treats those figures as directional and cross-references them to Opal, national
press, loss-adjuster or official sources wherever possible.
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2. Anatomy of attack

Four attack archetypes appear repeatedly in the 2024-25 UK record. They are drawn from named
public sources and — where noted — from patterns observed during vulnerability assessments at UK
renewables sites by Critical Asset. The classification is consistent with the way metal-theft and
pipeline-theft offences are scripted in the crime-science literature: a small number of distinct operational
patterns, each with its own target geometry, tool set and disposal route [17][18][19].

Archetype A: Opportunist copper theft at perimeter cable runs

The lowest-sophistication pattern and, historically, the most common. A small number of actors
approach an accessible perimeter, typically at night, cut through fencing at a pre-identified blind point,
and extract copper earthing or perimeter power runs. Tools are limited — bolt cutters, hand tools, a
standard panel van. Dwell time is short, often under an hour. Value per incident is typically in the low
five figures.

This archetype has not disappeared but is no longer the dominant loss driver. Small-scale 2025
incidents reported in regional press fall within this pattern.

Archetype B: Organised DC-string theft inside the array

The dominant 2024-25 pattern at UK solar sites. An organised crew accesses the site — often by
cutting at an unmonitored terminus point or access-track convergence — and systematically extracts
DC string cable running between PV panel rows. In trade reporting via Solar Power Portal, “thieves
systematically pull out all the strings across a row, immediately impacting the site’s ability to generate
electricity” [4]. Cable lengths removed in a single event routinely exceed 20 kilometres per DeterTech
monitoring [3][4]. Tools are substantial: cable-pulling equipment, reel trailers, and on occasion small
excavators. Dwell times extend into hours rather than minutes. A 2024 Derbyshire case in which a
mobile security patrol was reportedly diverted to a decoy location implies dwell requirements the crew
was willing to plan around [4][6].

Patterns observed during vulnerability assessments at UK solar sites by Critical Asset show this
archetype repeatedly exploits three geometric weaknesses: the inboard side of perimeter CCTV cones
(where cameras point outwards), cable-transition vaults between string banks and combiner boxes, and
access-track terminus points where monitoring drops off before the site boundary proper. These are not
exotic vulnerabilities. They are standard-build features of a UK solar site, and the published incident
record is consistent with crews that know where they are. The identification of such repeating geometric
weaknesses is the core finding of crime-pattern analyses of comparable infrastructure offences in other
jurisdictions [17][18].

Archetype C: Inverter-enclosure and combiner forced entry

A smaller number of incidents target inverter and combiner enclosures directly, removing copper
bus-bar material, PCBs and in some cases inverter modules themselves. The West Yorkshire 2024 theft
of two large reels of copper cabling from a commercial solar site reported by WCCTYV is consistent with
this archetype [28]. So is the 2024 pattern in which one UK solar site suffered four thefts in six weeks
between December 2023 and February 2024, with total losses reported to exceed £250,000 — a value
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profile that is difficult to reach from string-cable theft alone [28].

For wind, this archetype is the dominant pattern. Access is gained directly through turbine access doors
— which specialist adjuster Green Partners Adjusting puts at “up to £30,000 each to replace” [11] —
and copper is extracted from the internal bus-bar and transformer assemblies. One reported UK case
involved a pick-up truck used to “rip £12,000 of copper out of the ground” in a single event per trade
reporting [6]. Green Partners Adjusting notes that “internal circuit breakers have been activated” during
attacks, “showing some degree of operational know-how” consistent with prior familiarity with the site or
the asset class [11].

Archetype D (adjacent-risk note): Intentional fire damage and
mixed-cause fire incidents

This is an adjacent-risk note, not a cable-theft archetype.

Intentional fire damage as a concealment or grievance mechanism at cable-theft events is
well-described in the wider infrastructure-vandalism literature [19], but the UK 2025 renewables fire
record is dominated by mixed-cause incidents — battery-system thermal runaway, electrical fault, and
investigations that are open at time of writing — which cannot be attributed to cable theft or arson
without more evidence than the public record supplies.

Specifically: the Cirencester Hybrid Solar Farm fire of 28—29 March 2025 involved two lithium-ion BESS
containers and was attributed in early industry analysis to a likely thermal-runaway event rather than to
arson [29][30]. Other 2025 incidents at unmanned renewables sites — such as the Statera Energy
Thurrock battery fire in February 2025 and the East Tilbury fire — are subject to ongoing investigation
and should not be attributed to any particular cause on the current public record.

Readers should not treat these mixed-cause BESS fires as direct evidence of a cable-theft or arson
pattern at UK renewables sites. The adjacent-risk point is narrower: where intentional fire damage does
occur at renewables sites, two mechanisms appear in the wider literature — fire used to conceal
evidence after a theft event, and fire associated with grievance directed at a specific project [19]. Both
produce a loss profile distinct from theft (replacement dominated by panel and inverter damage rather
than cable). This paper flags the archetype for completeness and does not claim a UK 2025 incident
count attributable to theft-linked arson.

Reconnaissance patterns

A feature of all four archetypes is that site selection appears to be pre-considered. In March and April
2025, DeterTech’'s monitoring recorded eleven incidents across seven locations (Dorset, Sussex,
Essex, Derbyshire, Lancashire, Worcestershire, Staffordshire), of which six were thefts, two were
instances of hostile reconnaissance, two were reported suspicious vehicles, and one was a confirmed
intrusion not resulting in loss [31]. The ratio of non-theft events (reconnaissance, suspicious vehicles
and intrusion attempts) to completed thefts — roughly 5:6 across that two-month window — implies an
operator profile that tests sites before committing a full crew. That behavioural signature is one of the
clearest empirical markers of a scripted, organised offence pattern as opposed to a dispersed
opportunist one [17][18].

Where this paper draws on Critical Asset’'s own observations, the pattern is consistent: at sites where a
vulnerability assessment follows an attempted but unsuccessful intrusion, the attackers have typically
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left signatures that are most readable as reconnaissance — cut-and-restored fence wire at a
non-obvious location, disabled or partially disabled lighting circuits at a single approach, and in two
cases the unusual presence of vehicle tracks approaching a cable-transition vault during daylight hours
in the weeks preceding the attempted theft.
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3. The economic shape of aloss

A theft event at an unmanned UK renewables site produces cost across three layers. Each has public
data of varying quality; we cite what is public, flag what is not, and label the illustrative example clearly.

Direct replacement cost

The cable itself. Vendor reporting from WCCTV puts replacement for 20 kilometres of 4 mm?2 cabling at
over £50,000, and 30 kilometres at approximately £80,000 [12]; these figures originate with a
commercial security provider and are treated here as vendor-sourced and directional. In wind, specialist
loss adjuster Green Partners Adjusting reports replacement of a single turbine access door at “up to
£30,000 each” and of generating equipment at “as high as £100,000” [11]. Panel damage, where
present, is costed at the unit replacement cost of the affected modules, which varies with module type,
contract and prevailing wholesale pricing.

Where direct cost alone is the outcome, industry and adjuster reporting puts typical incident
replacement bills in the £50,000—£100,000 range for a discrete theft event, rising quickly for compound
events [11][12][28].

Indirect: generation loss, contract exposure, excess and retention

Generation loss during the re-commissioning window is the second cost layer, and — critically — the
one that is most under-estimated in perimeter-only analyses. Industry and adjuster reporting puts typical
re-commissioning time at “days to weeks” per solar incident, and “several months” for wind in cases
where generating equipment must be replaced [11][12][32]. At a site generating under a Power
Purchase Agreement (PPA) or Contract for Difference (CfD), each day of lost generation carries a direct
revenue impact. Trade reporting notes that operators can also face penalties under standard generation
agreements for failing to deliver contracted output [12].

This paper does not attempt to characterise specific PPA, CfD or liquidated-damages clauses, which
are site-specific and commercially sensitive. Public generic data on typical UK-average PPA or CfD
values per MWh of lost generation is thin, and the distinction between a generic revenue impact and a
specific contractual deemed-generation or liquidated-damages consequence is a matter for the
individual contract. We flag this as the single largest data gap in published cable-theft economics.

Excess and retention layers, where recoverable through insurance at all, frequently sit in the
£10,000—£50,000 per incident range — a materially different proposition at a site experiencing repeated
incidents within a policy year. One reported UK site recorded three break-ins in a single month totalling
£90,000 in string cable per trade reporting [4]; whether a policy continues to respond in that pattern is an
insurer-specific question this paper does not attempt to answer.

Regulatory and grid-restart cost

The third cost layer is the least discussed and, in several 2024-25 cases, the most consequential. A
solar farm that has lost DC string cable or suffered inverter-compartment damage cannot simply be
re-energised. Distribution Network Operator (DNO) procedures for re-commissioning after infrastructure
damage require safety testing, insulation validation and in some cases a G99 re-submission depending
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on the scope of the repair [33]. The labour for this work is specialist and competes with a scheduling
backlog driven by the sector’s underlying build-out rate.

Where a site sits on a constrained portion of the distribution network, re-energisation may additionally
be delayed by DNO system conditions unrelated to the repair itself. Public data on typical
re-commissioning durations post-theft is sparse; industry and adjuster commentary puts the range at
“days to weeks” for solar [12][32] and “several months” for wind where generating equipment has been
damaged [11], but this envelope compresses a great deal of variance and should not be read as an
operational benchmark.

An illustrative example — labelled as an energy-equivalent simplification

The following example is illustrative only. The method used is an energy-equivalent simplification: it
multiplies nameplate capacity by hours in the window by an assumed capacity factor and an assumed
£/MWh, to approximate the revenue-equivalent impact of lost output. It is not a dispatchable-plant
availability calculation, and it does not represent any specific site’s PPA or CfD treatment. Every input is
explicitly labelled, and the output is presented as a range rather than a point estimate.

A mid-scale 30 MW unmanned UK solar site suffers a single organised DC-string theft event removing
22 kilometres of cabling and damaging two string combiners. lllustrative cost breakdown:

» Direct replacement cable and combiners: ~£70,000.
e Specialist labour and site re-cabling over a 12-day window: ~£25,000.

* Generation loss over the 12-day re-commissioning window, on an energy-equivalent basis. The
three capacity-factor values below are illustrative sensitivity cases, not claims about UK annual or
seasonal averages; the reader is expected to treat the envelope as a sensitivity range rather than
an expected value:

* Nameplate x hours x capacity factor x £/MWh.

» Conservative utility-scale annual sensitivity case: 30 MW x 24 hours x 12 days x 0.11 capacity
factor x £60/MWh produces approximately £57,000 of revenue-equivalent impact. 0.11 is broadly
aligned with the lower end of current DESNZ/Arup-style large-scale solar PV load-factor
assumptions for sites >5 MW [35].

< Higher-output illustrative sensitivity case: using 0.15 produces approximately £78,000.

e Upper-bound summer sensitivity case: using 0.25 produces approximately £130,000. This sits
above the long-run UK utility-scale load-factor range and is included only to bound the upside; it
should not be read as a representative or official benchmark.

* The illustrative envelope for this single cost component is therefore roughly £57,000—£130,000
across the three sensitivity cases. The realistic value at any specific site depends on the season of
the event, the site’s actual insolation profile, and its contracted revenue arrangement.

e Insurance excess (illustrative, policy-specific): ~£20,000.
< Premium uplift at renewal attributable to the event (illustrative): not quantified.

Total illustrative direct-and-indirect event cost on the energy-equivalent basis above, summing the
direct, labour, generation-loss and excess components across the three sensitivity cases: approximately
£170,000 to £245,000 against a single incident at a site of this scale. This range reflects the three
capacity-factor sensitivity cases shown above; it is illustrative and not a claim about expected value.
Actual economics vary substantially by site, month, weather, contract, insurer and policy wording, and
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the figures above are not a substitute for a site-specific assessment.

The published loss range for cable theft and associated damage at unmanned UK renewables sites, per
trade and adjuster reporting, sits between £50,000 and £500,000+ per event [11][12][28], with the upper
tail reflecting compound events and wind-sector incidents with six-figure claims [11]. The illustrative
example above is intended to show how the cost layers combine on an energy-equivalent basis, not to
predict outcomes at any specific site.

Note on previous versions of this calculation. An earlier draft used a 0.60 capacity factor that was
aggressive for UK solar; subsequent drafts characterised 0.11, 0.15 and 0.25 as UK-solar-average or
seasonal-average values, and one intermediate sign-off revision re-anchored the three cases to DESNZ
Feed-in Tariff small-scale load-factor statistics (which apply to FiT-supported solar, not utility-scale). The
present version keeps 0.11, 0.15 and 0.25 as the three sensitivity cases, but strips the “official annual or
seasonal average” claim: 0.11 is positioned only as a conservative utility-scale annual sensitivity case,
broadly aligned with the lower end of current DESNZ/Arup-style large-scale solar assumptions [35]; 0.15
as a higher-output illustrative sensitivity; and 0.25 as an upper-bound summer sensitivity case rather
than a representative or official benchmark.
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4. Why the industry response is
underperforming

The standard perimeter-security posture at UK unmanned renewables sites consists of four elements:
palisade or chain-link fencing; mobile patrols by a security contractor; fixed outward-facing CCTV at the
perimeter; and a locked gate with key-management nominally controlled by the site O&M contractor.
Some sites add PIR lighting, anti-climb toppings, or wireless motion detection. A smaller number add
remote video monitoring services with live operator response.

This posture was adequate for the loss profile of 2015-2020. It is less well-suited to the 2024-25 loss
profile, for four structural reasons.

Reason one: static measures against a scripted, adaptive threat

The crews described in Section 2 choose their site, reconnoitre it, and schedule the attack around the
static measures they observe. This is the behavioural signature crime-science research on metal and
infrastructure theft has repeatedly described: static controls that are observable and therefore avoidable
[17][18][19][20]. Static fencing is not a deterrent against a crew that has already planned the cut point.
Static CCTV is not a deterrent against a crew that has already identified the coverage gap. Mobile
patrols are not a deterrent against a crew that — as reported in the 2024 Derbyshire case — has
demonstrated the ability to divert the patrol to a decoy location [4][6]. The fundamental mismatch is that
the defensive posture is fixed and the offensive posture is adaptive.

Reason two: blind spots at standard-build features

Three geometric blind spots appear with sufficient regularity across UK solar sites that they should be
considered structural rather than site-specific:

« Camera coverage terminus points at access-track junctions, where perimeter cones leave a visibility
gap at the corner they are trying to cover.

e Cable-transition vaults between string banks and combiner boxes, which are frequently
unmonitored by design because they are considered internal to the site.

e Access-track lighting that stops at the fence line, leaving the approach to the cut point unilluminated
even where perimeter lighting is adequate.

These features are not failures of design in the engineering sense; they reflect reasonable compromises
made before the current threat profile was known. They have become, collectively, the standard route
in.

Reason three: the supplier-credential and OSINT surface is not in
scope

A structural gap in the current sector posture is the intelligence surface around a site: open-source
information about the asset, its O&M contractor, its monitoring vendor, and the operational accounts

associated with those entities. Shared service accounts (e.g. faciliies@, gatehouse@, security@,
operations@) tied to a site or its contractors can appear in public breach datasets; where they do, they
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are available to anyone with basic OSINT capability and, in principle, to a well-resourced organised
actor.

We are cautious in our framing here. The general phenomenon of credential-leak exploitation is
well-evidenced in the wider cybersecurity literature, but we are not aware of a publicly documented UK
renewables incident in which dark-web credential data was demonstrably used to plan or execute a
physical cable-theft attack. The claim we make is narrower: the intelligence surface exists, it sits outside
the perimeter-security vendor’'s scope and outside a cyber-security vendor’'s scope when they are not
commissioned to treat site-physical exposure, and the absence of a documented UK case does not
imply the absence of the risk. Treat this section as a structural gap flag rather than as an empirical
count.

Reason four: insurance conditions appear to be tightening faster
than remediation postures

Industry and vendor reporting through 2025 describes carriers raising premiums for repeat-targeted
sites, asking for stricter physical measures as a condition of cover, and in some regions declining cover
without adequate deterrents [12]. Allianz Commercial’s published claims commentary notes renewables
claims growing in value [14]. This paper does not claim a market-wide tightening from insurer data —
most of the underlying signals are vendor-, adjuster- or carrier-commentary rather than audited market
statistics — but where perimeter measures meet yesterday’s insurance requirements but not today’s,
the residual retention on the asset owner increases. The mismatch between a remediation posture
appropriate to 2019 conditions and an insurance posture increasingly appropriate to 2024—25 conditions
is a slow-motion problem rather than a cliff-edge one.

criticalasset.co.uk Page 16



5. A remediation taxonomy

What follows is a vendor-neutral framework for structuring a response to the threat profile described
above. It is organised as a 3x3 matrix: three layers of defensive objective (Detect, Deter, Respond)
crossed with three operational surfaces (Physical, Intelligence, Policy). The intent is to give asset
owners, brokers and underwriters a shared vocabulary for evaluating a site’s current posture and
identifying gaps, not to prescribe a specific vendor or product. The matrix is consistent with the
situational-crime-prevention tradition in applied criminology, which organises defensive measures
around raising offender effort, raising offender risk and reducing rewards [17][20].

The 3x3 framework

Physical Intelligence Policy

Detect Full-site CCTV coverage including  OSINT monitoring of site- and Clear incident-reporting line into
cable-transition points; PIR supplier-associated credentials the operator; structured
lighting across all approaches; and domains; monitoring of forum reconnaissance-log protocol for
intrusion detection at access and marketplace signals for patrols.
doors. stolen-material listings.

Deter Visible security branding; forensic ~ Counter-reconnaissance posture: Signed insurer-compliant
property marking on cable runs; make it known, publicly and site-security policy with clear
anti-climb and anti-cut visibly, that the site runs an active  reporting obligations.
specifications on vulnerable intelligence programme.
elements.

Respond Fast mobile response contracted Triaged incident intelligence Defined retention/excess position;
with response-time SLA, tested feeding the broker/underwriter renewal conversation framed
incident playbook including DNO conversation; aftermath around documented remediation,
and insurer notification steps. open-source watch for not narrative.

stolen-material signals.

Nine cells. A site that is strong in two or three of them is typical. A site that is strong in six or more is
unusual. The taxonomy’s purpose is to make the distribution of current posture visible, not to imply that
every cell needs a separate vendor.

Notes on specific cells

The Physical / Detect cell is where most 2015-era investment sits. The cost of moving from “adequate
for 2019” to “adequate for 2025” is frequently smaller than assumed: repositioning existing cameras to
close terminus-point gaps, extending PIR lighting across the 15-40 metre approach cones that typically
present the active vulnerability, and adding intrusion contacts at inverter and combiner enclosures are
low-capital moves compared to a full refit.

The Intelligence / Detect cell is where most 2015-era posture has no investment at all. Where no
equivalent intelligence practice is in place, the asset is, in effect, undefended against the
reconnaissance-led component of the threat profile. OSINT monitoring of site-associated credentials
and supplier domains is not expensive; it is simply unfamiliar to the perimeter-security buying cohort.
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The Policy / Respond cell is where broker and underwriter engagement carries the most weight. A site
with a documented incident playbook — DNO natification, insurer natification, specialist cable contractor
on retainer, clear chain of command between the O&M provider and the asset owner during a live
incident — is materially easier to underwrite at renewal than a site without one.

The three cells most commonly missing, in our assessment, are Intelligence / Detect, Physical / Deter
(forensic marking specifically), and Policy / Respond. The first is invisible to the site owner unless
someone is commissioned to look. The second is cheap and operationally intrusive only at installation.
The third is the cell most often raised in renewal-pricing conversations at loss-history sites, in our
experience.

Where an assessment touches the matrix

A Site Security Vulnerability Assessment of the kind this firm runs touches six of the nine cells — both
Physical cells, both Intelligence cells, and the Policy / Detect and Policy / Respond cells. It does not
touch Physical / Respond (a guarding contract, not an assessment), Intelligence / Deter (a PR and
procurement posture) or Policy / Deter (a legal-and-compliance function).
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6. Conclusion

The cable-theft profile at UK unmanned renewables sites in 2024-25 is characterised by three features
that together justify a revised posture: the operator is organised rather than opportunist, and fits the
scripted, logistically-capable pattern described in the crime-science literature [17][18][19]; the loss
envelope has widened to a published range of £50,000 to £500,000+ per event, with wind-sector
six-figure claims now recorded by specialist loss adjusters [11][12][28]; and signals of a tightening
insurer response at repeat-targeted sites appear to be running faster than the standard remediation
posture is adjusting [12][14].

None of this requires a structural rethink of UK renewables security. It requires, instead, three
incremental adjustments: closing the standard-build geometric blind spots that 2015-era perimeter
design did not prioritise; adding an intelligence surface to the site’s defensive posture where one does
not currently exist; and documenting the policy-layer response so that a broker and underwriter can
price it.

The operators best positioned to respond to this environment will be those whose sites are legible to
both the operational contractor and the underwriter at the same time. That is, in our view, the direction
of travel — and the sites that reach that posture earliest will be the ones on which upcoming renewal
conversations go easiest.

criticalasset.co.uk Page 19



CRITICAL ASSET DRONE INSPECTIONS - CABLE THEFT BRIEFING - APRIL 2026

References

Citations in the body are numbered; the reference list below is organised by first substantive use in
Sections 1-6 rather than strict order of appearance in the foreword and methods material. Where the
paper draws on Critical Asset’'s own fieldwork, the source is marked in-line as “observed during
vulnerability assessments at UK renewables sites by Critical Asset.” Those observations are not
anonymised client data; they describe patterns the firm has encountered repeatedly across sites during
scoping and assessment work, expressed at the level of pattern rather than specific incident.

1. Office for National Statistics (26 March 2026). Property crime tables, England and Wales: year ending
March 2025. CSEW and police-recorded property and metal-theft offences. https://www.gov.uk/govern
ment/statistics/property-crime-tables-england-and-wales-year-ending-march-2025

2. House of Commons Library (2024). Metal theft statistics — research briefing. Secondary time-series
drawn from the Home Office crime-outcomes dataset.
https://commonslibrary.parliament.uk/research-briefings/sn06150/

3. Electrical Review / DeterTech (December 2024). Solar farms report ‘unprecedented’ surge in cable
thefts. DeterTech monitoring data: over 750 km of cable stolen from UK solar farms Jan—Aug 2024; 70+
reported incidents in the same period.
https://electricalreview.co.uk/2024/12/04/solar-farms-report-unprecedented-surge-in-cable-thefts/

4. Solar Power Portal (1 May 2025). UK entering ‘peak period’ of solar PV theft by ‘fully industrialised’
criminal network. DeterTech intelligence analyst Richard Crisp, quoted directly: “fully industrialised
international disposal routes have emerged across Europe to facilitate the sale of stolen cable.” Also:
“thieves systematically pull out all the strings across a row.” https://www.solarpowerportal.co.uk/solar-pr
ojects/uk-entering-peak-period-of-solar-pv-theft-by-fully-industrialised-criminal-network

5. PV Tech / DeterTech (3 February 2025). The power play: disrupting organised crime against solar
farms. DeterTech-authored article, source of the phrases “massive criminal operation that is both well
established and thoroughly industrialised” and “the theft of such huge volumes of cable points to the
involvement of both local and cross-border OCGs.”
https://www.pv-tech.org/the-power-play-disrupting-organised-crime-against-solar-farms/

6. Security Journal UK (2024-25). DeterTech commentary on organised diversion tactics and
reconnaissance at UK solar sites.
https://securityjournaluk.com/detertech-announces-increase-solar-farm-crime/

7. The Guardian (23 June 2025). Windfarms in England hit by wave of copper cabling thefts. At least 12
significant wind farms hit over three months; quotes from DeterTech (Richard Crisp) and RenewableUK
(James Robottom). https://www.thequardian.com/business/2025/jun/23/windfarms-in-england-hit-by-wa
ve-of-copper-cabling-thefts

8. DeterTech (2025). “No site is safe”: nationwide copper-theft threat to UK wind farms.
DeterTech-authored roll-up: 27+ incidents in 2025; losses reported above £2 million across 2025.
https://detertech.com/wind-farm-copper-theft/

9. PV Magazine / Solar Media Market Research (November 2025). UK solar capacity hits 20 GW. UK
installed solar PV passed 20 GW in November 2025 per Solar Media Market Research.

criticalasset.co.uk Page 20


https://www.gov.uk/government/statistics/property-crime-tables-england-and-wales-year-ending-march-2025
https://www.gov.uk/government/statistics/property-crime-tables-england-and-wales-year-ending-march-2025
https://commonslibrary.parliament.uk/research-briefings/sn06150/
https://electricalreview.co.uk/2024/12/04/solar-farms-report-unprecedented-surge-in-cable-thefts/
https://www.solarpowerportal.co.uk/solar-projects/uk-entering-peak-period-of-solar-pv-theft-by-fully-industrialised-criminal-network
https://www.solarpowerportal.co.uk/solar-projects/uk-entering-peak-period-of-solar-pv-theft-by-fully-industrialised-criminal-network
https://www.pv-tech.org/the-power-play-disrupting-organised-crime-against-solar-farms/
https://securityjournaluk.com/detertech-announces-increase-solar-farm-crime/
https://www.theguardian.com/business/2025/jun/23/windfarms-in-england-hit-by-wave-of-copper-cabling-thefts
https://www.theguardian.com/business/2025/jun/23/windfarms-in-england-hit-by-wave-of-copper-cabling-thefts
https://detertech.com/wind-farm-copper-theft/

CRITICAL ASSET DRONE INSPECTIONS - CABLE THEFT BRIEFING - APRIL 2026

https://www.pv-magazine.com/2025/11/05/uk-solar-capacity-hits-20-gw/

10. GOV.UK / Home Office (2022). Scrap Metal Dealers Act 2013 Post-Implementation Review. 71%
reduction in metal-theft offences (2013-2020 average vs. pre-Act); NPSV £364m.
https://www.gov.uk/government/publications/scrap-metal-dealers-act-2013-post-implementation-review

11. Green Partners Adjusting (26 September 2025). Copper cable theft from UK wind farms: a growing
threat for renewable energy projects. Specialist renewables loss adjuster. Source for: “only two or three
isolated incidents over the last five years”; four June 2025 cases across Leicestershire, Essex,
Cambridgeshire and West Wales; Operation Opal reports 27+ UK wind farms targeted since April 2025;
“internal circuit breakers have been activated ... showing some degree of operational know-how”;
access doors “up to £30,000 each to replace”; generating equipment “as high as £100,000”; “even a
single incident can ... translate into six-figure claims.” https://greenpartnersadjusting.com/copper-cable-
theft-from-uk-wind-farms-a-growing-threat-for-renewable-enerqy-projects/

12. WCCTV (2024). Solar site crime risks in the UK / associated cost-benefit commentary.
Vendor-reported replacement-cable unit costs and insurance-conditions commentary; treat as
vendor-sourced. https://www.wcctv.co.uk/the-crime-vulnerabilities-of-remote-solar-sites/

13. Allianz UK (March 2022). Allianz becomes the first insurance partner of Solar Energy UK. https://ww
w.allianz.co.uk/news-and-insight/news/allianz-becomes-the-first-insurance-partner-of-solar-enerqy-uk.ht
ml

14. Allianz Commercial (2025). Claims activity in the age of greening. Renewables claims growing in
value; emerging risk commentary on solar. https://commercial.allianz.com/news-and-insights/expert-risk
-articles/global-risk-dialogue-2025-net-zero-transition-claims.html

15. British Metals Recycling Association / APPG on Metal, Stone and Heritage Crime (30 January
2024). Tackling Metal Theft — New report reveals metal theft costing UK economy half a billion pounds
a year. Summarises the APPG 2024 report: theft rising annually since 2019; up to ~60 organised crime
groups active; £4.3bn cumulative cost over the decade; 229 prosecutions 2018-2022 for scrap metal
dealer offences.
https://www.recyclemetals.org/newsandarticles/metal-theft-costs-economy-half-a-billion-pounds-pa.html

16. PV Magazine (29 January 2026). UK added 2.6 GW of solar in 2025, record year for rooftop. Citing
DESNZ: total deployed solar capacity 21.6 GW at end-2025; 2.6 GW added in 2025; highest annual
figure since 2015.
https://www.pv-magazine.com/2026/01/29/uk-added-2-6-gw-of-solar-in-2025-record-year-for-rooftop/

17. Ashby, M. (2016). Using crime science for understanding and preventing theft of metal from the
British railway network. UCL doctoral thesis (academic crime-science research, not a peer-reviewed
journal article; cited here as the leading UK script-analysis of metal theft).
https://www.semanticscholar.org/paper/1e67f075fa8703f9ab0c2d29dcb17b8190e6d014

18. Alonso Berbotto, A. & Chainey, S. (2021). Theft of oil from pipelines: an examination of its crime
commission in  Mexico using crime script analysis. Global Crime (peer-reviewed).
https://www.tandfonline.com/doi/full/10.1080/17440572.2021.1925552

19. Mugari, I. & Obioha, E. (2024). Socio-economic development impacts, attendant challenges and
mitigation measures of infrastructure vandalism in Southern Africa. Development Southern Africa
(peer-reviewed). https://www.tandfonline.com/doi/full/10.1080/0376835X.2024.2352057

criticalasset.co.uk Page 21


https://www.pv-magazine.com/2025/11/05/uk-solar-capacity-hits-20-gw/
https://www.gov.uk/government/publications/scrap-metal-dealers-act-2013-post-implementation-review
https://greenpartnersadjusting.com/copper-cable-theft-from-uk-wind-farms-a-growing-threat-for-renewable-energy-projects/
https://greenpartnersadjusting.com/copper-cable-theft-from-uk-wind-farms-a-growing-threat-for-renewable-energy-projects/
https://www.wcctv.co.uk/the-crime-vulnerabilities-of-remote-solar-sites/
https://www.allianz.co.uk/news-and-insight/news/allianz-becomes-the-first-insurance-partner-of-solar-energy-uk.html
https://www.allianz.co.uk/news-and-insight/news/allianz-becomes-the-first-insurance-partner-of-solar-energy-uk.html
https://www.allianz.co.uk/news-and-insight/news/allianz-becomes-the-first-insurance-partner-of-solar-energy-uk.html
https://commercial.allianz.com/news-and-insights/expert-risk-articles/global-risk-dialogue-2025-net-zero-transition-claims.html
https://commercial.allianz.com/news-and-insights/expert-risk-articles/global-risk-dialogue-2025-net-zero-transition-claims.html
https://www.recyclemetals.org/newsandarticles/metal-theft-costs-economy-half-a-billion-pounds-pa.html
https://www.pv-magazine.com/2026/01/29/uk-added-2-6-gw-of-solar-in-2025-record-year-for-rooftop/
https://www.semanticscholar.org/paper/1e67f075fa8703f9ab0c2d29dcb17b8190e6d014
https://www.tandfonline.com/doi/full/10.1080/17440572.2021.1925552
https://www.tandfonline.com/doi/full/10.1080/0376835X.2024.2352057

CRITICAL ASSET DRONE INSPECTIONS - CABLE THEFT BRIEFING - APRIL 2026

20. Zhao, H. & Zheng, Z. (2025). Spatial modeling of copper cable theft in intelligent transport systems.
IEEE ITSC (peer-reviewed). https://ieeexplore.ieee.org/document/11423630/

21. Retail Risk (2024). Jim Taylor, Head of Opal — speaker profile. Confirms Detective Chief
Superintendent rank and return to Opal in October 2024. https://www.retailrisk.com/speaker/jim-taylor/

22. National Police Chiefs’ Council (4 March 2025). National coordination disrupting retail crime. Official
NPCC statement confirming Opal as policing’s national intelligence unit for serious organised acquisitive
crime. https://news.npcc.police.uk/releases/national-coordination-and-partnership-disrupting-retail-crime

23. S&P Global Commodity Insights (2025). Period of elevated copper prices overextended: analysts.
LME three-month copper price series through 2024-2025; 2026 consensus forecasts.
https://www.spalobal.com/commodity-insights/en/news-research/latest-news/metals/

24. Reuters (30 October 2025). LME copper hits record highs as funds, fundamentals align. LME
three-month copper above $11,200/t on 29 October 2025. https://www.reuters.com/markets/commoditie
s/lme-copper-hits-record-highs-funds-fundamentals-align-2025-10-30/

25. Reuters (29 November 2025). LME copper races to all-time peak above $11,200 a ton. Record of
$11,210.50/t on 28 November 2025.
https://www.reuters.com/markets/us/Ime-copper-races-all-time-peak-above-11200-ton-2025-11-29/

26. PV Magazine (15 April 2023). Solar crime on the rise. Opal-cited figures: 93% rise in solar-related
crime 2021-2022; 48% rise in cabling and panel theft.
https://www.pv-magazine.com/2023/04/15/weekend-read-solar-crime-on-the-rise/

27. Green Partners Adjusting (LinkedIn, 29 July 2025). Copper cable theft surges at UK wind farms,
causing significant claims. “The largest claims for these incidents are exceeding £650,000 per unit —
comprising material damage and business interruption.” https://www.linkedin.com/posts/greenpartnersa
djusting_renewableenergy-windpower-riskmanagement-activity-7355928652099846144-Ft2W

28. WCCTYV (2024). The crime vulnerabilities of remote solar sites / cost of solar farm theft in the UK.
West Yorkshire 2024 incident; reported single-site £250k+ losses December 2023—February 2024.
https://www.wcctv.co.uk/the-crime-vulnerabilities-of-remote-solar-sites/

29. ETICA AG (April 2025). A fire at the Cirencester Hybrid Solar Farm: what it teaches us. Fire 28-29
March 2025; two lithium-ion BESS containers at 23 MW solar / 10 MW BESS hybrid site; early analysis
attributed to thermal runaway. https://eticaag.com/a-fire-at-the-cirencester-hybrid-solar-farm/

30. EPRI Storage Wiki (2025). Failure Event — England, Gloucestershire, Cirencester — 28 March
2025. Independent failure-database entry; two BESS containers affected; event duration ~7 hours. http
s://storagewiki.epri.com/index.php/Failure _Event - England, Gloucestershire, Cirencester - 28 Mar

2025

31. Energy Global / DeterTech (30 April 2025). DeterTech announces significant rise in UK solar farm
thefts. Source for the March—April 2025 eleven-incident, seven-location monitoring roll-up. https://www.
energyglobal.com/solar/30042025/detertech-announces-significant-rise-in-uk-solar-farm-thefts/

32. Safeguard Monitoring (2025). The impact of theft on solar farm operators. Downtime,
re-commissioning labour constraints and insurance-documentation requirements.
https://safequardmonitoring.co.uk/theft-impact-solar-farm-operators/

criticalasset.co.uk Page 22


https://ieeexplore.ieee.org/document/11423630/
https://www.retailrisk.com/speaker/jim-taylor/
https://news.npcc.police.uk/releases/national-coordination-and-partnership-disrupting-retail-crime
https://www.spglobal.com/commodity-insights/en/news-research/latest-news/metals/
https://www.reuters.com/markets/commodities/lme-copper-hits-record-highs-funds-fundamentals-align-2025-10-30/
https://www.reuters.com/markets/commodities/lme-copper-hits-record-highs-funds-fundamentals-align-2025-10-30/
https://www.reuters.com/markets/us/lme-copper-races-all-time-peak-above-11200-ton-2025-11-29/
https://www.pv-magazine.com/2023/04/15/weekend-read-solar-crime-on-the-rise/
https://www.linkedin.com/posts/greenpartnersadjusting_renewableenergy-windpower-riskmanagement-activity-7355928652099846144-Ft2W
https://www.linkedin.com/posts/greenpartnersadjusting_renewableenergy-windpower-riskmanagement-activity-7355928652099846144-Ft2W
https://www.wcctv.co.uk/the-crime-vulnerabilities-of-remote-solar-sites/
https://eticaag.com/a-fire-at-the-cirencester-hybrid-solar-farm/
https://storagewiki.epri.com/index.php/Failure_Event_-_England,_Gloucestershire,_Cirencester_-_28_Mar_2025
https://storagewiki.epri.com/index.php/Failure_Event_-_England,_Gloucestershire,_Cirencester_-_28_Mar_2025
https://storagewiki.epri.com/index.php/Failure_Event_-_England,_Gloucestershire,_Cirencester_-_28_Mar_2025
https://www.energyglobal.com/solar/30042025/detertech-announces-significant-rise-in-uk-solar-farm-thefts/
https://www.energyglobal.com/solar/30042025/detertech-announces-significant-rise-in-uk-solar-farm-thefts/
https://safeguardmonitoring.co.uk/theft-impact-solar-farm-operators/

CRITICAL ASSET DRONE INSPECTIONS - CABLE THEFT BRIEFING - APRIL 2026

33. Energy Networks Association (various). Engineering Recommendation G99 — requirements for the
connection of generation equipment in parallel with public distribution networks. Context for
post-damage re-energisation of embedded generation.
https://www.energynetworks.org/publications/standards/engineering-recommendation-g99

34. Department for Energy Security and Net Zero (DESNZ) (2025-2026). Solar photovoltaics
deployment — monthly statistics. UK official statistics series providing cumulative and incremental UK
solar PV capacity by sub-category; cited for the 21.5 GW end-November 2025 figure and the
end-February 2026 accredited/unaccredited capacity split.
https://www.gov.uk/government/statistics/solar-photovoltaics-deployment

35. Department for Energy Security and Net Zero (DESNZ) (2025). Contracts for Difference Allocation
Round 7 — methodology note. Cited for current DESNZ-style large-scale solar PV (>5 MW) load-factor
modelling assumptions used as context for the 0.11 conservative-sensitivity case in Section 3's
illustrative example; DESNZ/Arup large-scale solar PV material cites a net load factor of around 12.2%
(11.5% low / 14.5% high), with DESNZ’s comparison assumption at 11.0%. Separately, DUKES 2025
reports an average UK solar PV load factor below 10% in 2024 at the broader-system level.
https://www.gov.uk/government/collections/electricity-market-reform-contracts-for-difference
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https://www.energynetworks.org/publications/standards/engineering-recommendation-g99
https://www.gov.uk/government/statistics/solar-photovoltaics-deployment
https://www.gov.uk/government/collections/electricity-market-reform-contracts-for-difference
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About Critical Asset

Critical Asset Drone Inspections is a UK practice running aerial inspection and OSINT-grade security
vulnerability assessments, with a particular focus on unmanned renewables sites. The firm operates
under CAA Operational Authorisation, is ICO-registered, insured to £10 million public liability, and
applies the Admiralty System (NATO Al-2) for grading intelligence-sourced findings.

The firm’'s flagship engagement is a one-day productised Site Security Vulnerability Assessment
combining aerial inspection, 3D digital-twin capture and pre-visit OSINT, producing an insurer-ready
findings pack for broker and underwriter handover.

CRITICAL ASSET DRONE INSPECTIONS LTD
criticalasset.co.uk

Critical Asset Drone Inspections Ltd. Registered in England. © 2026.
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